
INCIDENT
RESPONSE

Our Incident Response services provides our customers advanced investigative 
services during cybersecurity events and incidents. These investigations are conducted 
to confidently determine whether or not compromise has occurred, and subsequently 
the chain of events that led up to, and perhaps enabled, the incident to occur.

 0 Provide Defensibility in the Event of 
Post-Incident Scrutiny

 0 Minimize Financial Loss, Operational 
Disruption and Reputational 
Damage

 0 Satisfy Regulatory Mandates

BENEFITSi

www.orbitalfire.com                                           sales@orbitalfire.com 

SERVICE OVERVIEW

ACTIVITIES
 0 Comprehensive Incident Response 

coordination

 0 Collection and analysis of incident 
evidence, logs and rules, tracing 
information, artifacts, and open 
source intelligence 

 0 Identification of Indicators of 
Compromise (IOCs)

 0 Detailed forensic investigation

 0 Coordination with legal, human 
resources, finances, and all other 
company functions

 0 Coordination with Law Enforcement, 
including the FBI, State and Local 
Police

FEATURESi
 0 Comprensive Incident Response 

Services

 0 Expert-Led Incident Command and 
Coordination

 0 Comprehensive Forensic Analysis

 0 Detailed Findings Report and 
Recommendations




