@ ORBITALFIRE

CYBERSECURITY

SERVICE OVERVIEW

INCIDENT
RESPONSE

Our Incident Response services provides our customers advanced investigative
services during cybersecurity events and incidents. These investigations are conducted
to confidently determine whether or not compromise has occurred, and subsequently
the chain of events that led up to, and perhaps enabled, the incident to occur.

ACTIVITIES BENEFITS

o Comprehensive Incident Response o Provide Defensibility in the Event of
coordination Post-Incident Scrutiny

o Collection and analysis of incident o Minimize Financial Loss, Operational
evidence, logs and rules, tracing Disruption and Reputational
information, artifacts, and open Damage

source intelligence
o Satisfy Regulatory Mandates
o lIdentification of Indicators of

Compromise (I0Cs) FEATURES

o Comprensive Incident Response

o Detailed forensic investigation Services

o Coordination with legal, human
resources, finances, and all other
company functions

o Expert-Led Incident Command and
Coordination

L _ o Comprehensive Forensic Analysis
o Coordination with Law Enforcement,

including the FBI, State and Local o Detailed Findings Report and
Police Recommendations

www.orbitalfire.com sales@orbitalfire.com



@ ORBITALFIRE

CYBERSECURITY

AFFORDABLE, OUTSOURCED
CYBERSECURITY
SERVICES FOR SMALL BUSINESSES

REGULATORY COMLPIANCE

Compliance expertise across industries,
including Manufacturing, Healthcare,
Finance, Auto, and more.

INTRUSION & THREAT
DETECTION

24x7 automated detection of threats,
intrusions, and other malicious activity.

AWARENESS TRAINING

Continuous and automated employee
training, education, and newsletters.

VULNERABILITY
MANAGEMENT

Automated scanning of computers,
servers and devices for vulnerabilities.

COMPREHENSIVE
ASSESSMENTS

Comprehensive evaluation of your security

posture, policies, procedures, and systems.

CLOUD SECURITY

Secure your most critical assets in the
cloud,including Office 36s5.

VIRTUAL CISO

Guidance and assistance with all
things cybersecurity.

WWW.ORBITALFIRE.COM

POLICY & PLAN
DEVELOPMENT

Comprehensive strategy development to
strengthen security and protect against
potential threats.

INCIDENT RESPONSE
TABLETOP

Test and assess your Incident
Response capability in a realistic,
safe, and controlled environment.

INCIDENT RESPONSE

Advanced investigative services
during cybersecurity events .

PENETRATION
TESTING

Realistic but safe simulation
of cybercriminal attacks.

CONFIGURATION
MANAGEMENT

Regular, automated

scanning of computers,
servers and devices for
configuration errors and weaknesses.

DARK WEB BREACH
DETECTION

Automated detection of threats,
intrusions, hacking, and other
malicious activity.

SALES@ORBITALFIRE.COM



