@ ORBITALFIRE

CYBERSECURITY

SERVICES OVERVIEW

Al READINESS
ASSESSMENT

Al tools are already showing up across everyday small business operations, from writing,
researching, summarizing, and more. That can create real value, but when usage is
informal or invisible to leadership, it can also introduce risk. The OrbitalFire Al

Readiness Assessment gives you a clear picture of how Al is being used in your

business and what that means for your risk, governance, and accountability.

BENEFITS FEATURES
o Clear visibility into how Al is actually A structured review of your Al landscape,
being used across your business assessed against the NIST Al Risk

Management Framework 1.0, with
practical recommendations delivered at
the end.

o lIdentified risks, policy gaps, and
governance weaknesses before
they become problems

o Inventory of which employees are
using Al and which tools and services
they rely on

o Practical, prioritized
recommendations you can act on
right away

WHY WE BUILT THIS

We built this assessment to give you a
clear, practical way to understand how
Al is being used in your business and
what steps make sense to manage it o ldentification of unknown risks Al is
well. creating in your business
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o Evaluation of your current Al policy for
adequacy and effectiveness

o Assessment of employee training and
awareness around the rules of Al use



@ ORBITALFIRE

CYBERSECURITY

AFFORDABLE, OUTSOURCED
CYBERSECURITY
SERVICES FOR SMALL BUSINESSES

REGULATORY COMPLIANCE

Compliance expertise across industries,
including Manufacturing, Healthcare,
Finance, Auto, and more.

INTRUSION & THREAT
DETECTION

24x7 automated detection of threats,
intrusions, and other malicious activity.

AWARENESS TRAINING

Continuous and automated employee
training, education, and newsletters.

VULNERABILITY
MANAGEMENT

Automated scanning of computers,
servers and devices for vulnerabilities.

COMPREHENSIVE
ASSESSMENTS

Comprehensive evaluation of your security

posture, policies, procedures, and systems.

CLOUD SECURITY

Secure your most critical assets in the
cloud,including Office 36s5.

VIRTUAL CISO

Guidance and assistance with all
things cybersecurity.
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POLICY & PLAN
DEVELOPMENT

Comprehensive strategy development to
strengthen security and protect against
potential threats.

INCIDENT RESPONSE
TABLETOP

Test and assess your Incident
Response capability in a realistic,
safe, and controlled environment.

INCIDENT RESPONSE

Advanced investigative services
during cybersecurity events .

PENETRATION
TESTING

Realistic but safe simulation
of cybercriminal attacks.

CONFIGURATION
MANAGEMENT

Regular, automated

scanning of computers,
servers and devices for
configuration errors and weaknesses.

DARK WEB BREACH
DETECTION

Automated detection of threats,
intrusions, hacking, and other
malicious activity.
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